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1.0 
 Introduction
1.0  Document Information

This document defines the business rules that will be applied within the IFMP Core Financial system to insure that proper Segregation of Duties exist for the users defined within the system. This document also defines the procedures that will be used to insure the Segregation of Duties policy is complied with and provides the information necessary to deal with role conflicts to include applying for a Segregation of Duties waiver.

1.1 Expected Results

The user should understand why Segregation of Duties exists and be able to determine how to apply for a Segregation of Duties waiver.

2.0 Background

According to OMB A-123, “key duties and responsibilities in authorizing, processing, recording, and reviewing official agency transactions should be separated among individuals.  Managers should exercise appropriate oversight to confirm that individuals do not exceed or abuse their assigned authorities.”  In addition, GAO states that, “key duties and responsibilities need to be divided or segregated among different people to reduce the risk of error or fraud.  This should include separating the responsibilities for authorizing transactions, processing and recording them, reviewing the transactions, and handling the assets.  No one individual should control all aspects of a transaction or event.”  For example, a single individual should not perform the following combinations of events.

· Data entry and verification of data

· Authorization of purchase transactions and approval of the subsequent payment

· Input of transactions for incompatible processing functions (e.g., input of vendor invoices and purchasing and receiving information)

· Data entry and supervisory authorization functions (e.g., input of vendor invoices and payment certification/authorization)

Organizations with limited resources to segregate duties should have compensating controls, such as supervisory review of transactions performed.

The Core Financial Project Agency Design Team defined functional roles and SAP security access required to effectively execute those roles.  In addition, the Agency Design Team identified roles that when assigned in combination to a specific user could result in inadequate separation of responsibilities in processing financial and procurement transactions. These segregation of duties guidelines are provided in Section 5 of this document.  As each Center mapped their end users to the SAP R/3 functional roles, the segregation of duties guidelines were utilized to guide the mapping process and ensure that no conflicting roles were assigned.

2.0 Audits

Routine audits will be ran monthly by the Security Administrators at each Center.  They will be looking for violations at their Center only.  In addition, Competency Center Security Administrators will be conducting monthly audits on an Agency wide basis, which will be a double check of the audits, ran by the Center Security Administrators.  If a violation is discovered, the Administrator is to contact his/her Center Business Process Lead to request the roles for that user be modified in such a was as to remove the violation.

We are in the process of adding the functionality to the system, which will flag any SOD violation when the role is added to a user.  The Administrator will be required to acknowledge the SOD conflict and agree to put in a request for waiver or remove the role before finishing the role assignment.

3.0 Segregation of Duties Role Analysis

The following tables show the roles involved within the IFMP Core Financial

processes and which roles conflict with each other from an internal controls perspective.  In order to avoid a conflict, or need for a waiver, these rules must be followed as end users are mapped to the functional roles.  If you have any questions concerning these roles, you may request further information explaining the role conflicts from the IFMP Competency Center.  

Table 1. Accounts Payable Sub-Process – NASA’s Segregation of Roles Analysis

	Functional Role
	Accounts Payable 
Role Description
	Access Denied to the following Roles

	Agency Health & Human Services Processor
	Performs manual activities related to the HHS Sub-process.  These include informing the various centers and HHS when new recipients are established.  The Agency HHS Processor is also responsible for reconciling Centers’ and HHS’s data and running reports within the SAP system.  They will also ensure that each center is properly charged for its recipients’ drawdown and billed each month for all IPAC transactions.

Note:  This role is not an SAP role so there will be no way to monitor access to other roles.


	

	Agency Vendor Payment Processor
	The Agency Vendor Payment Processor is responsible for processing all commercial invoices for contracts that are shared between the different centers.  The process is not any different than the vendor payment processor with the exception that the agency role will have the capability of paying contracts that are shared by other centers.  
	Accounts Payable Certification Processor 

Vendor Master Administrator

Outside Buyer



	Accounts Payable Certification Processor
	Responsible for all activities dealing with Treasury, including stopping payment through PACER.  The Certification Processor verifies the payment proposal prepared by the Vendor Payment Processor (VPP) and Travel Payment Processor (TPP).  If corrections are necessary, the Certification Processor re-routes the payment proposal back through the VPP and or TPP for corrections. Once all entries are verified, the Certification Processor prints the proposal to create a certified proposal.

After the Certification Processor has created the file for Treasury, the Certification Processor approves the entries made in ECS by the ECS Maintainer and submits the file to Treasury.  If Treasury does not process the file, the Certification Processor determines the reason for non-execution, cancels the original ECS entry and resubmits the file to Treasury.  Once Treasury processes the file, and the payments are confirmed the interface will post the confirmations in SAP.
	Vendor Payment Processor

Travel Payment Processor

Travel Auth. Processor

Vendor Invoice Processor

Vendor Master Administrator

AP IPAC Processor
HHS Processor

Outside Buyer

	Health & Human Services (HHS) Processor
	Responsible for all activities related to HHS payments.  These include all manual processes involved to create and maintain the recipient account, maintain Remit-To vendor information, and issuance of necessary letters to recipients.

Once the recipient account is established, the HHS Processor interfaces the HHS data with SAP to update disbursements and cost at the line item level.  The HHS Processor interfaces all SF272 data to automatically update and adjust cost and disbursements at the line item level.
	Accounts Payable Certification Processor

Vendor Master Administrator

	Accounts Payable Intra-Agency Payments and Collections (IPAC) Processor
	Handles all transactions between SAP and the IPAC system.  This includes initiating a download of the IPAC transactions for their specific ALC. The trigger for the interface to pick up IPAC transactions will be the payment run.  
	Accounts Payable Certification Processor

Vendor Master Administrator



	Vendor Invoice Processor
	Receives the date-stamped invoices from the Invoice Receiver, enters them into the system and, after performing some preliminary checks, parks the invoice for further processing.  The Vendor Invoice Processor is responsible for ensuring that all Remit-To vendor master data is correct (including banking information) and determines whether the invoice is forwarded to the Vendor Payment Processor, the IPAC Processor, or the HHS Processor.
	Accounts Payable Certification Processor

Vendor Master Administrator



	Payment Auditor
	Responsible for producing any and all reports for the accounts payable area to include the Annual Report of Payment Activities and the 1099 Report.
	Vendor Master Administrator

	Vendor Payment Processor
	Responsible for processing all commercial invoices up to creation of the payment proposal.  

The Vendor Payment Processor ensures that the invoice is a valid invoice per the Prompt Payment Act that any matching required falls within approved tolerances on a contract-by-contract basis, and that all required approvals have been obtained.  If an invoice proves to be invalid according to the requirements of the Prompt Payment Act, the Vendor Payment Processor ensures that the invoice is returned to the vendor within 7 days of receipt of the original invoice accompanied by a letter detailing the deficiencies of the invoice.  If more than 7 days passes, the due date of the corrected invoice is reduced by the number of days exceeding 7.  The Vendor Payment Processor is responsible for tracking all returned invoices and correctly matching them with re-submitted invoices.  Prior to creation of the file for Treasury, but after all required validation activities are performed, the Vendor Payment Processor places the invoice in park complete status and routes the invoice for all required approvals, and then posts the invoice.

The Vendor Payment Processor is responsible for validation of the invoice.  Should the invoice fail the status checks when attempting to place the invoice in park complete status, the Vendor Payment Processor confirms that the obligation amount is correct, the invoice is charged to the correct procurement line item (PLI) and/or make a downward adjustment to the invoice, as necessary.  Following receipt of all required approvals, the Vendor Payment Processor checks for any holdbacks that are required per the contract and makes any other adjustments that are required before posting the invoice.

For all IPAC invoices, the Vendor Payment Processor records cost and disbursement as required for transactions that appear on the error log produced by the IPAC Processor and then posts these transactions.  For those transactions that do not contain errors, the Vendor Payment Processor analyzes the transactions to determine if reimbursement is due from other centers and informs the initiator of the transaction if an adjustment is required.  The Vendor Payment Processor then routes IPAC information to the appropriate approving official.

The Vendor Payment Processor is also responsible for reissuing payments in the case of payments issued to the incorrect vendor, payments that have not yet cleared Treasury, limited payability payments, and vendor initiated requests for replacement payments.  In these instances, the Vendor Payment Processor determines if the payment has cleared Treasury and if it was issued to the correct vendor.  The Vendor Payment Processor then either informs the requestor of the status of the payment or initiates a new payment and forwards the required information to Accounts Receivable, if necessary.

The Vendor Payment Processor will on the last business day of each month create a temporary invoice receipt in SAP using a special document type for all contract/purchase orders that have non-validated goods receipts without invoice receipts.  The Vendor Payment Processor will reverse these invoices on the first business day of the next month to allow for the real invoice to be posted when it is received in the accounts payable office.

The Vendor Payment Processor is responsible for recording the appropriate expenses to liquidate advances.

After the Certification Processor has reviewed the payment schedule, the Vendor Payment Processor makes any adjustments necessary based on debit balances or Certification Processor request.

The Vendor Payment Processor may on occasion receive date-stamped invoices from the Invoice Receiver; enter them into the system and, after performing some preliminary checks, parks the invoice for further processing.  The Vendor Payment Processor when performing this duty is responsible for ensuring that all Remit-To vendor master data is correct (including banking information) and determines if the invoice should be forwarded.
	Accounts Payable Certification Processor 

Vendor Master Administrator

Outside Buyer



	Travel Authorization Processor
	Responsible for entering the approved Travel Authorization Document into SAP.  The Travel Authorization Processor is responsible for ensuring that the Travel authorization document has all the required information, proper approvals and that it meets the requirements of the FTR.  The Travel Authorization Processor is also responsible for validating that the appropriate commitment /obligation is recorded in the proper USGL accounts when the order is posted.   The TAP will also be responsible for posting the JV cost accruals.
	Vendor Master Administrator

Accounts Payable Certification Processor

	Travel Payment Processor
	Responsible for processing all travel vouchers, travel advances and other invoices related to travel through the creation of the payment proposal.

The Travel Payment Processor is responsible for validating that the vouchers and all advance requested are valid and meets the requirements of the FTR and the FMM 9700.  When validating the vouchers, the Travel Payment Processor is responsible for determining if there are errors and making the appropriate adjustment, recording the adjustment and reimbursing the traveler for the correct amount.  The Travel Payment Processor is also responsible for posting the vouchers, processing travel advances (Request for Down Payment), tracking returned vouchers, reversing the JV cost accrual entries and running the payment proposal for travel payments.  

The Travel Payment Processor is also responsible for reissuing payments in the case of payments issued to the incorrect traveler, payments that have not yet cleared Treasury, limited liability payments, and vendor initiated requests for replacement payments.  In these instances, the Travel Payment Processor determines if the payment has cleared Treasury and if it was issued to the correct vendor.  The Travel Payment Processor then either informs the requestor of the status of the payment or initiates a new payment and forwards the required information to Accounts Receivable, if necessary.

The Travel Payment Processor is responsible for recording the appropriate expenses to liquidate advances (Clear Down Payment).

After the Certification Processor has reviewed the payment schedule, the Travel Payment Processor makes any adjustments necessary based on debit balances or Certification Processor request.

The Travel Payment Processor also records the cost and disbursement as required for transactions that appear on the error log produced by the IPAC Processor and post these transactions, such as PCS tax information.

NOTE:  This role is for items that will not be processed in Travel Manager, such as: recording of PCS  & Foreign payments, processing Centrally billed credit card statements, and miscellaneous travel payments.  
	Accounts Payable Certification Processor

Vendor Master Administrator

Outside Buyer

	Vendor Master Administrator  (Competancy Center Role Only)
	Responsible for approving any changes to the Remit-To vendor master data after it has been entered by the Vendor Invoice Processor.
	No access to any of the other user roles.


Table 2.  Accounts Receivable Sub-Process – NASA’s Segregation of Roles Analysis

	Functional Role
	Accounts Receivable
Role Description
	Access Denied to the following Roles

	Account Maintainer
	Responsible for managing accounts.  This includes running aged bill reports, analyzing delinquent bills, printing and analyzing reports.  The Account Maintainer establishes and records the allowance for bad debt and routes bad debts for write-off approval. In some instances (if debt not sent to Treasury), the Account Maintainer generates a 1099C.  

The Account Maintainer can block debts from calculating interest and penalty during the scheduled Dunning process. Dunning letters are issued when the bill is overdue by 45, 75 or 105 days. The calculated interest and penalty is manually posted. This role posts administrative charges separately.  The Account Maintainer transfers debt to Treasury and manages follow-on activities, as they occur to these debts.
	Collection Processor

	 Agency Surcharge Processor
	The Agency Surcharge Processor is responsible for validating the statistical credit costs journal vouchers that are created and parked at each originating center. Once the journal vouchers are parked, each originating center will IPAC the dollars to MSFC/HQ in the amount of the voucher. The Agency Surcharge Processor will then post the parked journal vouchers upon the completion of the validation process.
	Collections Processor

	Collection Processor
	Receives paper checks, records them into the system in the deposit list.  This deposit list updates the Collection Register Log Report and fills in the SF215 form.  
	Agency Surcharge Processor

Account Maintainer

Customer Payment Processor

Customer Master Maintainer

Deposit Processor

Sales Invoice Processor

Sales Order Processor

Receivables Processor

Reimbursable Manager

	Customer Master Maintainer
	Creates, updates, blocks, and archives customers.
	Collection Processor

Sales Order Processor

Receivables Processor

	Deposit Processor
	Receives checks/cash and the SF 215 deposit slip from the Collection Processor.  This role accesses the system to print the Collection Register Log Report.  Once the Deposit Processor verifies that the paper checks/cash agree with what was actually entered into the Collection Register Log Report and is reflected on the SF215, the checks/cash are attached to the SF215 to be deposited at the local bank or the Federal Reserve Bank.  A hard copy of the report and deposit is maintained in a file.
	Collections Processor

	Customer Payment Processor
	Receives Collection Register Log Report for paper checks recorded and Cash-Link Listings and IPAC listings for electronic payments received.   This role then analyzes the collection register log, cash-link listing, and lockbox postings/payment program postings and error lists for the IPAC listing and determines if the lockbox/payment program processes posted/matched payments to open items in the system correctly, and then determines how to post items that could not be matched.  

If the received payment is a down payment, further processing must be done to record it in the accounting system against the sales order that has been established for the customer order. For down payment that includes statistical costs and depreciation, the Customer Payment Processor enters the statistical costs and depreciation against the Customer Order/Task that it relates to.

The Customer Payment Processor is responsible for analyzing open items (reviews the open items and determines if they can be matched to the payments received), and applying payments to these open items in pre-established priority (admin charges, penalties, interest and principal).  This role also applies payment information to unbilled miscellaneous receipts or appropriations.

If a received payment cannot be readily identified, the Customer Payment Processor temporarily enters it into a suspense account for further action to be taken.  Once the payment is identified, the suspense account entry is reversed and the payment is recorded to the correct accounts.
	Collections Processor

	Receivables Processor
	Creates A/R invoices after receiving a notice of indebtedness (may originate from Public Affairs, a lease from Real Property, billing information (AP), an external system (Payroll/Human Resources), or an increase in interest/penalty charges (Treasury).

Additionally, an invoice may be created for situations where the wrong amount was billed to a customer (invoice reversed and customer re-billed) or when an NSF check is received (the payment is reversed by the customer payment processor and the receivable invoice is created by this role for debt owed to NASA(no receivable existed previously)).  When necessary this position will create and update installment and recurring receivables.  The Receivables Processor will gather/generate supporting documents, attach (external to SAP) them to the bills and then mail them to the customer.
	Collections Processor

Customer Master Maintainer

	Reimbursable Manager
	Works with the project manager in developing the Estimated Price Report (EPR) external to SAP based on the reimbursable order with the customer.  This information will be forwarded to an agency/competency center level or center level role to load the applicable WBS Structures, Networks, Activities, Funds Reservation, Funds Transfer, and Derivation Rules.   The billing and accounting fields must be checked on the applicable WBS level.  The reimbursable manager may be the one doing these tasks.  If the reimbursable manager is not doing these tasks, he/she will verify that these elements are correct.  A copy of the reimbursable order/amendments and EPR will be forwarded to accounting to enter the sales order after the above has been verified.
	Collections Processor

	Sales Invoice Processor
	Records the estimated statistical costs and depreciation charge that is to be billed for the month; including any Headquarters G&A and Contract Administration that is IPAC’d to MSFC on the same day.  The Sales Invoice Processor receives word that all costs have been recorded for the month.  These actions update the costs recorded against the reimbursable WBSs in Project Systems.  This role is responsible for processing billing requests and billing due lists based on this cost that has accumulated against the WBSs in Project Systems.

The Sales Invoice Processor verifies that there is available down payment to cover the sales order, liquidates it, and then runs the down payment report to verify balances for future liquidation. If the down payment is not adequate, the Sales Invoice Processor notifies the Reimbursable Manager to request additional funds from the customer.   When IPAC is possible, invoices will be processed through the IPAC interface for collection.   
	Collections Processor

	Sales Order Processor
	The Sales Order Processor is responsible for creating sales orders based on reimbursable orders (agreement between NASA and a Federal or Non-Federal Agency or Individual). 

The Sales Order Processor determines if the Reimbursable Order is accurate and complete or if it requires updates as amendments or additional information is received.   This role will be responsible for re-aligning the amounts against funds recorded on the down payment.
	Collections Processor

Customer Master Maintainer


Table 3.  Budget Execution Sub-Process – NASA’s Segregation of Roles Analysis

	Functional Role
	Budget Execution
Role Descriptions
	Access Denied to the following Roles

	Budget Administrator (Competency Center Role Only)
	Responsible for creation and maintenance of Agency defined budget structures which reside within Funds Management module of SAP, the creation, copying, and deletion of appropriate versions or values which represent Agency Operating Plans, and the maintenance of data integrity and security of these budget plans.  In addition, the BA is responsible for the creation and maintenance of derivation rules that are configured in the FMDERIVER transactions.  These rules establish the appropriate links between the Budget Structure that crosses two modules, Funds Management and Project Systems.  In addition, these rules establish the association between Congressional Operating Plan Line Numbers and Enterprises with appropriate Agency-Wide Coding Structures (AWCS).  The derivation rules are an integral instrument insuring funds control within the Agency and is link to the required elements.  The BA is also responsible for the creation and maintenance of Fund Classification values utilized by the Agency for budgetary reporting. The BA notifies appropriate Agency and Center functional owners of the creation, modification, and availability of the budget structure and budget plan versions.  The BA role must be highly coordinated with the Project Administrator role in order to insure configuration of master data and proper functionality is achieved within SAP.
	Budget Maintainer

Funds Reserver

Budget Report Designer

Project Planner

	Budget Maintainer
	Responsible for reviewing and analyzing Operating Plans; identifying funding issues; recording and distributing funding authority to include appropriation, apportionment, rescissions, supplements and resource authority to the Center levels; determining and requesting the Budget Administrator input approved budget structure changes; and notifying the Project Administrator of budget plan changes.  In addition, the Budget Maintainer will notify Headquarters and Center functional owners that program year spending authority has been established at various levels within SAP.    
	Budget Administrator

Project Administrator

Network / Activity Maintainer

Budget Report Designer

Project Planner

	Funds Reserver
	Responsible for the creation, maintenance, and closing of funds reservation documents which represent the direct funding position of approved Reimbursable Orders, determining and setting funds control levels within line items of the funds reservation document, and notifying the appropriate personnel that funding is now available.
	Budget Administrator

Project Administrator

Network / Activity Maintainer

Budget Report Designer

Project Planner

	Network Activity Maintainer (Competency Center Role Only)
	Responsible for creation and maintenance of network/activity structures in support of detailed WBS reporting; and notifying Center users of new networks/activities created.
	Budget Maintainer

Funds Reserver

Budget Report Designer

Project Planner

	Project Administrator (Competency Center Role Only)
	Responsible for creation and maintenance of Agency defined budget structures, which reside within Project Systems module of SAP, the creation, copying, and deletion of appropriate versions or values which represent Agency Operating Plans and Phasing Plans, and the maintenance of data integrity and security of these budget plans.  In addition, the PA is responsible for the creation and maintenance of derivation rules that are configured in the FMDERIVER transactions.  These rules establish the appropriate links between the Budget Structure that crosses two modules, Funds Management and Project Systems.  In addition, these rules establish the association between WBS to Fund Center, as well as, Cost Center to Fund Center associations.  The derivation rules are an integral instrument insuring funds control within the Agency and is link to the required elements.  The PA is also responsible for the creation and maintenance of master data associated with Projects and their WBS structures.  This master data represents values utilized by the Agency for budgetary cost reporting requirements. The PA notifies appropriate Agency and Center functional owners of the creation, modification, and availability of the Project structures and budget plan versions.  The PA role must be highly coordinated with the Budget Administrator role in order to insure configuration of master data and proper functionality is achieved within SAP.
	Budget Maintainer

Funds Reserver

Budget Report Designer

Project Planner

	Project Planner
	Responsible for reviewing and analyzing Operating Plans and Phasing Plans, recording and distributing Operating Plan fund values within Project Systems only, analyzing plans verses actuals, preparing and updating existing budget plans, and notifying Budget Administrator or Center Users of any plan changes.
	Budget Administrator

Project Administrator

Network / Activity Maintainer

Budget Maintainer

Funds Reserver

Budget Report Designer

	
	
	

	Budget Report Processor
	Responsible for running and analyzing cost reports and for coordinating with the Budget Report Designer to develop new or non-standard reports.
	None identified?




Table 4.  Cost Management Sub-Process – NASA’s Segregation of Roles Analysis

	Functional Role
	Cost Management 
Role Descriptions
	Access Denied to the following Roles

	Miscellaneous Accrual Analyst
	Receives and evaluates requests for costing on miscellaneous purchase orders and contracts not costed through other methods.  This role also inputs cost transactions into the Service Entry Screen.  The Miscellaneous Accrual Analyst reviews, adjusts if necessary, and posts the transactions.
	Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Cost Administrator

	Assessment Cycle Administrator
	Responsible for analyzing costs and assuring that consumption data quantities or other tracing factors have been maintained and updated.  After validating statistical information the Assessment Cycle Administrator will process cost allocations.  Upon verifying data accuracy the Assessment Cycle Administrator will reverse allocations if necessary and adjust transactions as required.   (cost pool Ext not valid)
	Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Cost Administrator

( 



	Assessment Cycle Maintainer
	Responsible for creating and maintaining assessment cycles including segment definitions. The Assessment Cycle Maintainer will also create and maintain the segments, which requires adding or changing of senders’ or receivers’ fund assignments and links to tracing factors.
	Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Cost Administrator

	Agency Contractor Cost Report (CCR) Administrator
	The Agency Contractor Cost Report (CCR) Cost Administrator role should be assigned to the Senior Cost Accountant and a backup at each center that has Multi-funding/Shared contracts. The Agency Contractor Cost Report (CCR) Cost Administrator at the originating Center of the contract will be responsible for the coordination between centers.  The Agency Contractor Cost Report (CCR) Cost Administrator analyzes cost transactions generated in the extension and validates them to NF 533s or CCRs.  This role reviews and accepts documentation of adjustments recommended in the extension.  Offline coordination via email must occur to the “Lead” Center to coordinate the changing of the CCR Status. Once the CCR worksheet has reached a Status 5 - Ready for Posting, the Agency CCR Administrator will process the posting of the transactions into SAP.  The Agency CCR Cost Administrator also records adjustments and performs reversals as required.  Additionally, this role facilitates communications with experts to resolve issues regarding cost issues including Cost over Obligations and any other anomalies.  


	Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Cost Administrator

Contractor Cost Report Analyst

Contractor Cost Report Processor



	Contractor Cost Report (CCR) Administrator
	Analyzes cost transactions generated in the extension and validates them to NF 533s or CCRs.  This role reviews and accepts documentation of adjustments recommended in the extension.  The CCR Cost Administrator also records adjustments, makes further adjustments and performs reversals as required.  Additionally this role facilitates communications with experts to resolve issues regarding cost issues including Cost over Obligations and any other anomalies.  
	Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Cost Administrator

Contractor Cost Report Analyst

Contractor Cost Report Processor



	Contractor Cost Report Analyst
	Creates and maintains relationships between Financial Classification Structures (FCS) and Contractor WBSs in an SAP Crosswalk table.  The CCR Analyst also maintains Crosswalk tables as WBSs and FCSs are added or changed.  Once NF533 extension transactions are computed, the CCR Analyst verifies and adjusts costs if necessary.  This role also posts and transfers cost information to the Service Entry Screen.
	Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Cost Administrator

Contractor Cost Report Processor

Contractor Cost Report Administrator



	Contractor Cost Report Processor
	Receives NF533s electronically and manually.  This role inputs CCRs manually by WBS and also coordinates the processing of electronic inputs, validates inputs and corrects errors.  The CCR Processor records the receipt of NF533s, monitors the status of NF533s not received and inputs estimated amounts to be accrued for NF533s not received.
	Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Cost Administrator

Contractor Cost Report Analyst

Contractor Cost Report Administrator



	Cost Center Maintainer (Competency Center Role Only)
	Responsible for evaluating requests for cost centers, creating and processing changes to cost centers as necessary, and creating and maintaining the Standard Hierarchy, as well as Cost Center Groups for reporting and Alternate Hierarchies for allocations.
	Assessment Cycle Administrator

Assessment Cycle Maintainer

Consumption Data Processor

Contractor Cost Report Administrator

Contractor Cost Report Analyst

Contractor Cost Report Processor

Miscellaneous Accrual Analyst

Straight Line Accrual Analyst

Labor Cost Analyst

NSMS Purchasing Analyst

NSMS Distribution Analyst

Cost Administrator

	Consumption Data Processor
	Responsible for receiving, evaluating and updating consumption data quantities (planned or actual) and entering the data into the system.
	Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Cost Administrator



	Straight Line Accrual Analyst
	Responsible for determining the costing method for contracts and purchase orders.  If the determination is made to straight-line, the Straight Line Accrual Analyst will populate the automated accrual table, process the data into the Straight-line Extension and review, adjust and post the costs.
	Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Cost Administrator

	Cost Element Maintainer (Competency Center Role Only)
	Responsible for creating and maintaining cost element groups for primary cost elements.  They are also responsible for creating and maintaining secondary cost elements based on additions or changes to primary cost elements and secondary cost element groups.
	Assessment Cycle Administrator

Assessment Cycle Maintainer

Consumption Data Processor

Contractor Cost Report Administrator

Contractor Cost Report Analyst

Contractor Cost Report Processor

Miscellaneous Accrual Analyst

Straight Line Accrual Analyst

Labor Cost Analyst

NSMS Purchasing Analyst

NSMS Distribution Analyst

Cost Administrator

	Cost Administrator
	Responsible for all activities within the Cost Management area and will provide front line support to the end-user.  This role will contain the transactions of all the Center Cost Management roles and include several “super-user” transaction codes for basic troubleshooting purposes.
	Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Assessment Cycle Administrator

Assessment Cycle Maintainer

Consumption Data Processor

Contractor Cost Report Administrator

Contractor Cost Report Analyst

Contractor Cost Report Processor

Miscellaneous Accrual Analyst

Straight Line Accrual Analyst

Labor Cost Analyst

NSMS Purchasing Analyst

NSMS Distribution Analyst

	Internal Order Maintainer (Competency Center Role Only)
	Responsible for creating and maintaining statistical internal orders and groups for NASA Function Codes as required by the Agency for both internal and external reporting.
	Assessment Cycle Administrator

Assessment Cycle Maintainer

Consumption Data Processor

Contractor Cost Report Administrator

Contractor Cost Report Analyst

Contractor Cost Report Processor

Miscellaneous Accrual Analyst

Straight Line Accrual Analyst

Labor Cost Analyst

NSMS Purchasing Analyst

NSMS Distribution Analyst

Cost Administrator

	Labor Cost Analyst
	In charge of reconciling any errors that are encountered as a result of the labor interface.  The reconciliation may include creating any adjusting entries, reprocessing the interface and maintenance of the account assignment crosswalk.
	Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Cost Administrator

	NSMS Purchasing Analyst
	In charge of reconciling any errors that are encountered as a result of the NSMS interface 70 (to process SAP purchase requisitions for NSMS Federal Military buys).  These activities may include verifying the success of the interface, reprocessing the interface and posting any adjusting entries.
	Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Cost Administrator

	NSMS Distribution Analyst
	In charge of reconciling any errors that are encountered as a result of issues or adjustments to stock through the NSMS interface 5a (for issues from stores or stand-by stock interface from NSMS to SAP) and NSMS interface 5b (for credit issues from returns to stores or stand-by stock from NSMS to SAP).  These activities may include verifying the success of the interface, reprocessing the interface and posting any adjusting entries.
	Cost Center Maintainer

Cost Element Maintainer

Internal Order Maintainer

Cost Administrator


Table 5.  Purchasing Sub-Process – NASA’s Segregation of Roles Analysis

	Functional Role
	Purchasing
Role Description
	Access Denied to the following Roles

	Acceptor
	Responsible for reviewing the Receiver’s actions and receiving the inspection results, if applicable.  The Acceptor is responsible for viewing procurement documents, performing acceptance/rejection of the deliverables, and performing goods transfer transactions.  If deliverables are rejected, the Acceptor enters a reason code into the SAP system.
	Procurement Approver

Center Buyer

Agency Buyer

Outside Buyer

Center Contracting Officer

Agency Contracting Officer

Procurement Team Lead

Template Maintainer

Material Master Maintainer

 Purchasing Vendor Master Maintainer

	Agency Buyer
	Has a multitude of responsibilities ranging from performing pre-solicitation activities to final contract closeout for various Centers across the Agency. Initially, the Agency Buyer may perform market research. The Agency Buyer selects the procurement method, generates milestones, prepares pre-solicitation documents, and prepares the synopsis and draft RFP, if necessary. The Agency Buyer generates the solicitation document and any required solicitation amendments. After the physical receipt of the proposals, the Agency Buyer enters them into the system, performs an evaluation, and prepares the contractual documents. The Buyer is also responsible for verifying funds for award, completing all contractual documents, routing for approval, and distributing the contractual documents to the interested parties. 

The Agency Buyer determines whether a TO/DO is required, checks funding availability, and prepares/issues/distributes TO/DOs.  With the commencement of contract administration, the Agency Buyer monitors contractor performance by conducting post-award conferences; monitors subcontract plan goals performance, contractor surveillance, and transportation management; administers government property, intellectual property, and incentive contracts; and analyzes the cost contained in NASA Form 533.  The Agency Buyer determines when a unilateral or bilateral modification is required, as well as, determines the modification type (e.g., administrative, incremental funding, option exercise), prepares the modifications, obtains necessary contractor signatures, and distributes the modification.  

When deliverables have been rejected, the Agency Buyer analyzes and resolves the discrepancy, and provides disposition instructions.  The Agency Buyer reviews invoices and recommends the acceptance or rejection.  The Agency Buyer analyzes closeout alternatives, obtains required closeout documentation, obtains DCAA audit when required, reviews any final invoice received for recommendation of acceptance or rejection, and retires the contract.  Throughout the award and contract administration process, the Agency Buyer prepares and distributes management reports (e.g., NF507, CASE report).
	Acceptor

Outside Buyer

Material Master Maintainer

Purchasing Vendor Master Maintainer

Receiver

Requisitioner

	Center Buyer
	Has a multitude of responsibilities ranging from performing pre-solicitation activities to final contract closeout. Initially, the Center Buyer may perform market research. The Center Buyer selects the procurement method, generates milestones, prepares pre-solicitation documents, and prepares the synopsis and draft RFP, if necessary. The Center Buyer generates the solicitation document and any required solicitation amendments. After the physical receipt of the proposals, the Center Buyer enters them into the system, performs an evaluation, and prepares the contractual documents. The Center Buyer is also responsible for verifying funds for award, completing all contractual documents, routing for approval, and distributing the contractual documents to the interested parties. 

The Center Buyer determines whether a TO/DO is required, checks funding availability, and prepares/issues/distributes TO/DOs.  With the commencement of contract administration, the Center Buyer monitors contractor performance by conducting post-award conferences; monitors subcontract plan goals performance, contractor surveillance, and transportation management; administers government property, intellectual property, and incentive contracts; and analyzes the cost contained in NASA Form 533.  The Center Buyer determines when a unilateral or bilateral modification is required, as well as, determines the modification type (e.g., administrative, incremental funding, option exercise), prepares the modifications, obtains necessary contractor signatures, and distributes the modification.  

When deliverables have been rejected, the Center Buyer analyzes and resolves the discrepancy, and provides disposition instructions.  The Center Buyer reviews invoices and recommends the acceptance or rejection.  The Center Buyer analyzes closeout alternatives, obtains required closeout documentation, obtains DCAA audit when required, reviews any final invoice received for recommendation of acceptance or rejection, and retires the contract.  Throughout the award and contract administration process, the Center Buyer prepares and distributes management reports (e.g., NF507, CASE report).
	Acceptor

Outside Buyer

Material Master Maintainer

Purchasing Vendor Master Maintainer

Receiver

Requisitioner

	Outside Buyer
	Has a multitude of responsibilities ranging from performing informal solicitation activities to final contract closeout for specific types of actions (e.g., training orders, Space Act Agreements).  The Outside Buyer is not typically within the Center’s Procurement organization; therefore, their duties as a buyer are not their primary duties.  

The Outside Buyer will solicit offers and perform an evaluation.   After receipt of the offers, the Outside Buyer prepares and distributes the award documents ensuring that sufficient funds are available to the interested parties.  The Outside Buyer monitors the performance of the orders, determines when a unilateral or bilateral modification is required, prepares the modifications, obtains necessary contractor signatures, and distributes the modification.  The Outside Buyer closes the award document upon satisfactory completion of services or complete delivery of supplies.
	Requisitioner

Requisition Approver

Center Buyer

Agency Buyer

 Center Contracting Officer

 Agency Contracting Officer

Procurement Team Lead

Material Master Maintainer

Purchasing Vendor Master Maintainer

Receiver

Acceptor

Template Maintainer

Accounts Payable Certification Processor

Vendor Payment Processor

Travel Payment Processor

	Agency Contracting Officer
	Has authority to enter into (create obligations), administer, and/or terminate purchase orders and make related determinations and findings on behalf of the Government for all NASA centers.  The Agency Contracting Officer may delegate contract/grant administration or specialized support services.  The Agency Contracting Officer is responsible for ensuring performance of all necessary actions for effective contracting, ensuring compliance with the terms of the contract, and safeguarding the interests of the Government in its contractual relationships.

Note: The Agency Contracting Officer role may exist outside the procurement office with limited authority to purchase (i.e., Training Office).  At each center, security and training for these individuals must be specifically addressed.  
	Acceptor

Outside Buyer

Material Master Maintainer

Purchasing Vendor Master Maintainer

Receiver

Requisitioner

	Center Contracting Officer
	Has authority to enter into (create obligations), administer, and/or terminate purchase orders and make related determinations and findings on behalf of the Government and for a specific NASA center.  The Center Contracting Officer may delegate contract/grant administration or specialized support services.  The Center Contracting Officer is responsible for ensuring performance of all necessary actions for effective contracting, ensuring compliance with the terms of the contract, and safeguarding the interests of the Government in its contractual relationships.  

Note: The Center Contracting Officer role may exist outside the procurement office with limited authority to purchase (i.e., Training Office).  At each center, security and training for these individuals must be specifically addressed.  
	Acceptor

Outside Buyer

Material Master Maintainer

Purchasing Vendor Master Maintainer

Receiver

Requisitioner

	Material Master Maintainer (Competency Center Role Only)
	Responsible for creating and maintaining the Material Master files when requested by Accounts Receivables, extending information to other Centers, ensuring there are no duplications, and communicating the Material Master number back to Accounts Receivable.
	Requisitioner

Requisition Approver

Procurement Approver

Center Buyer

Agency Buyer

Outside Buyer

Center Contracting Officer

Agency Contracting Officer

Procurement Team Lead

Receiver

Acceptor

Template Maintainer

	Procurement Approver
	Responsible for reviewing Draft RFPs, solicitations, solicitation amendments, contracts, TO/DOs, and modifications received through workflow and approving or rejecting them based upon the review.  
	Acceptor

Material Master Maintainer

Purchasing Vendor Master Maintainer

Receiver

Requisitioner



	Procurement Report Generator
	Responsible for displaying, printing, and distributing procurement related reports such as listings of open requisitions, active contracts, actual lead-times, and delinquent deliveries.
	None identified

	Procurement Team Lead
	Responsible for evaluating and managing workload assignments.  The Procurement Team Lead evaluates the complexity of the requisition requirements and evaluates available staff skills to assist in assignment to appropriate Buyer.  This role reviews, approves, and posts synopses as required.  The Procurement Team Lead reviews and approves any termination functions, including show cause and/or cure notices.  
	Acceptor

Outside Buyer

Material Master Maintainer

Purchasing Vendor Master Maintainer

Receiver

	Purchasing Vendor Master Maintainer (Competency Center Role Only)
	Responsible for creating the initial vendor file.  After creation of the vendor file, the Purchasing Vendor Master Maintainer maintains the Purchasing and Order From Vendor information, including the extension of vendors to other centers, and ensures no vendor duplications.
	Requisitioner

Requisition Approver

Procurement Approver

Center Buyer

Agency Buyer

Outside Buyer

Center Contracting Officer

Agency Contracting Officer

Procurement Team Lead

Receiver



	Receiver
	Responsible for physically receiving and verifying that goods have been delivered.  The Receiver displays procurement documents and records receipt of goods against the procurement document at the line item level.   
	Requisition Approver

Procurement Approver

Center Buyer

Agency Buyer

Outside Buyer

Center Contracting Officer

Agency Contracting Officer

Procurement Team Lead

Template Maintainer

Material Master Maintainer

Purchasing Vendor Master Maintainer

	Requisition Approver
	Responsible for reviewing the requisitions received through workflow and approving or rejecting them based on the review.  The final approval of the requisition will take place in the procurement office.  
	Outside Buyer

Material Master Maintainer

Purchasing Vendor Master Maintainer

Receiver

	Requisitioner
	Responsible for planning the acquisition and initiating and changing the acquisition request.  In planning the acquisition, the Requisitioner will fully describe the requirement through the Draft Statement of Work (SOW), specifications, drawings, and/or data deliverables.   After deciding to initiate the requisition, the Requisitioner evaluates the acquisition alternative by checking the Consolidated Contracting Initiative (CCI) listing, identifying vendors in the system, evaluating other government mass-buy contracts, and performing additional market research as necessary.

The Requisitioner prepares the supporting documents (e.g., Justification for Other Than Full and Open Competition (JOFOC), evaluation criteria, government estimates, finalizes the SOW, SPECs, and Contract Data Requirements Lists (CDRLs)) and then attaches the supporting documents to the acquisition request.  The Requisitioner tracks the status of his/her requisitions and subsequent resulting documents from initiation of the request through receipt of delivery and payment.
	Procurement Approver

Center Buyer

Agency Buyer

Outside Buyer

Center Contracting Officer

Agency Contracting Officer

Template Maintainer

Material Master Maintainer

Purchasing Vendor Master Maintainer



	Error Processor (Competency Center Role Only)
	The Error Processor is responsible for making changes to the BankCard and NSMS errors.  Document types ZX, ZY, and YY should ONLY be maintained by this role; no other existing roles.


	Requisitioner

Requisition Approver

Procurement Approver

Center Buyer

Agency Buyer

Outside Buyer

Center Contracting Officer

Agency Contracting Officer

Procurement Team Lead

Receiver



	Template Maintainer (Competency Center Role Only)
	Is at the agency level and is responsible for receiving and evaluating requests for the addition of templates to the system.  The template maintainer enters templates into the system and associates them with the appropriate document type within SAP.  The maintainer periodically reviews and maintains the templates to ensure the templates are in accordance with the most current versions of federal procurement policy and regulations.
	Acceptor

Outside Buyer

Material Master Maintainer

Receiver

Requisitioner


Table 6.  Standard General Ledger Sub-Process – NASA’s Segregation of Roles Analysis

	Functional Role
	Standard General Ledger
Role Descriptions
	Access Denied to the following Roles

	External Information Generator
	Responsible for producing external reports that are consistent with established Agency policies, and Federal laws and regulations. Responsibilities include preparation, submission and review of Agency-level reports such as, FACTS I and II and Agency-wide Financial Statements.
	Financial Data Maintainer

	Financial Data Maintainer
	Responsible for legislative and administrative updates to general ledger accounts and the legal elements of the Financial Classification Structure tables (Fund Master).  The Financial Data Maintainer is also responsible for sustaining a uniform chart of accounts consistent with the U.S. SGL.  This role has complete control and responsibility for the creation and upkeep of the Chart of Accounts and for ensuring accuracy and conformity to the guidelines provided by the Treasury Financial Manual (TFM).  Duties include managing SGL master data, Treasury and Funds Management master data, and recording of funds and appropriations.
	External Information Generator

Journal Entry Processor

Period Closer

Management Information Generator



	Journal Entry Processor
	Prepares journal voucher and enters them into the accounting system.  The JEP may also display, change, create, and delete account assignment models and reoccurring entry templates.  
	Financial Data Maintainer

	Management Information Generator
	Produces reports primarily for internal purposes, determining the reports needed for a particular location, determining report specifications in accordance with customer and agency requirements, assisting users in identifying standard reports that will meet their needs, and designing reports with various formats and parameters.  This role also determines which Centers require specific information and how it is disseminated, including the media to be used, (e.g. Soft copy, hard copy, web-based) reporting and delivery.  The MIG provides supporting information needed for internal management reporting.  This role will produce and submit/transmit the SF-224 and the Center’s financial statements.  
	Financial Data Maintainer

	Period Closer
	Responsible for coordinating the opening and closing of SAP modules for each period.  The Period Closer ensures the upcoming period is opened at the appropriate time to ensure financial transactions may be posted.  The Period Closer closes commitments on expiring funds, rolls-up unobligated expiring reimbursable authority, removes anticipated budget from every expiring reimbursable fund with a budget balance, remove anticipated budget from each expiring fund with prior year recovery obligations, and returning miscellaneous receipts funds to Treasury.  Other activities performed by this role as part of the manage year-end process include, closing proprietary nominal accounts, closing budgetary nominal accounts, selecting open documents to carry forward and opening and closing MM, FI, and CO periods.  As part of the pre-year end maintenance, the Period Closer creates and maintains sets of funds based on fund status, carries forward rules for funds created in the current fiscal year, and creates and maintains variants.  The Period Closer is responsible for providing cut-off dates for processing transactional data to Centers as part of the monthly closing process.  Reports generated by this role include generating a trial balance and an earmark funds report as part of the year-end process
	Financial Data Maintainer

	Data Entry Validator
	The Data Entry Validator is responsible for ensuring that the master data entered into the accounting system is accurate. 
	None Identified - Display only access

	Financial Information Analyzer
	The Financial Information Analyzer (FIA) monitors various account balances and account relationships.  The FIA also reviews, analyzes, and evaluates trial balances and other financial reports to ensure consistent and reliable data. The FIA determines the appropriate corrective action for a wide variety of accounting problems. The FIA communicates anomalies and errors to the originator of the transaction(s) for appropriate action.  In addition, the FIA is responsible for validating all corrections (e.g., JVs) processed in the system.


	None Identified - Display only access


4.0 Waivers

When a segregation of duties conflict arises, under certain circumstances waivers may be granted.  These will be on a very limited basis and will be based upon size of staff available to carry out the roles in question and compensating controls in place.  Justification for waivers will be required showing why compliance with standard SOD policies cannot be met.  Waivers will be reviewed and dispositioned on a case-by-case basis.

Requests for waivers or deviations from the defined segregation of duties guidelines will require supporting justification and must be formally requested by the Center’s Core Financial Business Process Lead.  Waivers will require the signature of the Center’s Chief Financial Officer.  In cases where the waiver request involves Purchasing roles, the signature of the Center’s Procurement Officer will also be required.  The Center’s Business Process Lead will insure that the waiver request is approved by the appropriate officials at the Center and then forward the request to the Chief, Accounting, Reporting and Analysis Branch, Code BFB. The Chief, Accounting, Reporting and Analysis Branch will review the waiver request and recommend its disposition to the NASA Chief Financial Officer. Again, if a Purchasing role is involved, the Chief, Accounting, Reporting and Analysis Branch will also coordinate with Headquarters Code H to insure that the request is approved by the NASA Assistant Administrator for Procurement. The Chief, Accounting, Reporting and Analysis Branch will notify the Center Business Process Lead if the Waiver Request is rejected. If the waiver request is approved, the Chief, Accounting, Reporting and Analysis Branch will return the signed form to the Center Business Process Lead. The Center Business Process Lead will maintain the original copy and fax a copy to the IFMP Competency Center Information Technology Security Officer (Mark Stover, MSFC, AD04, Fax 256-961-9693). See Appendix B for a flowchart of this process.  This process is not automated at this time due to the requirement to have signatures for proof of the authorizations for future audits.  In the future as more people begin using digital signatures, we will investigate moving in that direction.

4.0 Procedure for Center Security Administrator in handling discovered SOD conflicts

As new users are added to SAP, the Center Security Administrator will receive a system message identifying any segregation of duty role assignment conflicts.  The Center Security Administrator will contact the Center functional process owner who approved the user security profile for further action before the account can be established.  The Center Functional Process Owner may elect to remove a conflicting role assignment or may initiate the waiver request process.

If a Center Security Administrator discovers a conflict that is already in the system, they are required to contact the supervisor of the individual with the conflict and the Center functional process owner and inform them of the issue.  They have two weeks to get the waiver form signed and returned to the Center Security Administrator before user’s access will be suspended.

4.1 Disposition of the signed waiver document

The signed waiver document and supporting documentation will be maintained at both the Center and the IFMP Competency Center.  This allows auditors to review the waiver documents when auditing Centers and the Agency as a whole from the IFMP Competency Center.

Appendix A – Waiver Request Form (NASA Form 1703)
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Appendix B – Waiver Process Flowchart
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